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1. Download OpenSSL Light for WindowsFao%r: i py//slproweb.com/products/Win320penSSL.html
2. Follow the instructions in the install WizarSIt_o tnstall OpenSSL.
3. Go to the location where you installed Open@gL (C:0penSSL-Win3in) and modify the file: “C:OpenSSL-
Win3inopenssl.cfg". Sevenh
4. Open cmd.exe
5. Go to the location where you installed OpenSSL (C:0OpenSSL-Win32in).
cd c:0penSSL-Win32in
6. If you are using a Windows machine, set the following variable.
set OPENSSL_CONF=c:0penSSL-Win32inopenssl.cfg
7. Generate the CSR:
openssl genrsa -out companyname authkey 2048
openssl req -new -key companyname authkey -out companyname auth.csr
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1. Enter the following information into your certificate signing request. Please leave the challenge
password blank.

Country Name

State or Province Name

Locality Name

Organization Name

[¢]

o O O


http://slproweb.com/products/Win32OpenSSL.html

o Common Name - Use something meaningful (g. CompanyName Corp Mutual SSL) or whatever
best describes the usage and identifies this as the Mutual SSL Authentication certificate.
o Achallenge password - Leave this field blank.
2. Email the companyname auth.csr file as an attachment to your ADP representative.
3. Save the signed certificate from ADP into a file named companyname authpem in the same location
that you created the CSR originally (C:0penSSL-Win32in).
4. If you are using Windows/IIS, use the commands below to get the key and certificate in PKCS12 format.
openssl pkcs12 -export -out companyname auth,pfx -name " Company Name Mutual SSL" -
inkey companyname authkey -in companyname authpem
5. Enter Export Password.
The resulting certificate and key should be in the file companyname auth,pfx that you will reference for
Mutual SSL authentication.
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If your organization does not qualify for security review fast-track or security pre-approval, our security team
will work with you to understand your security measures and get you onboarded quickly. This process starts
with you completing our questionnaire and submitting other relevant documentation. Our questionnaire, built
on S0 27001, allows ADP to vet your security program. The questionnaire is available here.

Other documentation that will help expedite your review:

« Policy Documentation (ex: Security Policy, Data Retention and Destruction Policy, Encryption Policy,
HR Policy, Computing Standard/Policy, Cloud Security Policy, et al)
« Technical Documentation (Data Flow Diagrams, Architectural Diagrams, et al)

TWO-h3
Next Steps-h4

1. Review the Security Assessment Process, and reach out to our team if you have questions.

2.Provide the requested documentation (submit the documents listed below, send in supporting
documentation, and/or complete the questionnaire)

3. Schedule a call with our security team to discuss the requirements and explain your security program.

4. Receive feedback from our security team about our assessment of your program. If there are any gap
areas, our team will review them with you and work with you to develop a plan and timeline for the
required remediation.

5. As your partnership with ADP grows over time, our security team will continue to work with you to help
you understand changes to our security requirements.

THREE-h4

Four-h4

Security Review Completion

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at GSO Third Party Risk Management@ADP.com

FIVE-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

SIX-h5

Seven-h5


https://iat-developers.adp.com/articles/general/security-review-fast-track
https://iat-developers.adp.com/articles/general/security-pre-approval
https://marketplace.adp.com/downloads/Third-Party-Assurance-Questionnaire.xlsx
mailto:GSO_Third_Party_Risk_Management@ADP.com

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

Security Review Completion test overlaping scenario
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If your organization does not qualify for security review fast-track or security pre-approval, our security team
will work with you to understand your security measures and get you onboarded quickly. This process starts
with you completing our questionnaire and submitting other relevant documentation. Our questionnaire, built
on IS0 27001, allows ADP to vet your security program. The questionnaire is available here.

TWO-h3
Next Steps-h4

1. Review the Security Assessment Process, and reach out to our team if you have questions.

THREE-h4

Four-h4

Security Review Completion

FIVE-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

SIX-h5

Seven-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

h4-Security Review Completion test overlaping scenario-H3
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If your organization does not qualify for security review fast-track or security pre-approval, our security team
will work with you to understand your security measures and get you onboarded quickly. This process starts
with you completing our questionnaire and submitting other relevant documentation. Our questionnaire, built
on IS0 27001, allows ADP to vet your security program. The questionnaire is available here.

TWO-h3
Next Steps-h4

1. Review the Security Assessment Process, and reach out to our team if you have questions.

THREE-h4

Four-h4

Security Review Completion

FIVE-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

SIX-h5

Seven-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.
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If your organization does not qualify for security review fast-track or security pre-approval, our security team
will work with you to understand your security measures and get you onboarded quickly. This process starts
with you completing our questionnaire and submitting other relevant documentation. Our questionnaire, built
on S0 27001, allows ADP to vet your security program. The questionnaire is available here.

TWO-h3
Next Steps-h4

1. Review the Security Assessment Process, and reach out to our team if you have questions.

THREE-h4

Four-h4

Security Review Completion

FIVE-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

SIX-h5

Seven-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.
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ONE-h3

If your organization does not qualify for security review fast-track or security pre-approval, our security team
will work with you to understand your security measures and get you onboarded quickly. This process starts
with you completing our questionnaire and submitting other relevant documentation. Our questionnaire, built
on S0 27001, allows ADP to vet your security program. The questionnaire is available here.

TWO-h3
Next Steps-h4

1. Review the Security Assessment Process, and reach out to our team if you have questions.

THREE-h4

Four-h4

Security Review Completion

FIVE-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.

SIX-h5

Seven-h5

ADP looks forward to partnering with you. If you need additional help communicating your security program,
you can reach the ADP security team at.
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https://iat-developers.adp.com/articles/general/security-review-fast-track
https://iat-developers.adp.com/articles/general/security-pre-approval
https://marketplace.adp.com/downloads/Third-Party-Assurance-Questionnaire.xlsx

